Louisiana Department of Transportation and Development
Domain User Account Self-Management

LA DOTD now has available the option for users to self-manage common issues for their domain account. This feature is
available for DOTD staff and vendors that have an account used to access DOTD’s environment directly. For staff, these
are the credentials used to log into your computer. For vendors, these are the credentials commonly used to log into
DOTD’s Citrix portal or DOTD’s AASHTOWare Project™ application.

The self-management initiative will require users to securely register their accounts. Once registered, they will have the
options to unlock their accounts and/or reset their account password.
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®Topics

Registration
Expired Password Reset

Forgotten Password Reset
Unlock Account




®Registration

The features can be accessed from the DOTD internet web page at:
http://wwwsp.dotd.la.gov

From the EMPLOYEE PORTAL menu at the top right, choose the Login Help option.
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In My Community Working With DOTD State and Local Resources La DOTD

Project Developmenf

Learn more about DOTD’s complex project selection and
development process.

Select the DOTD Domain — Password Reset / Account Unlock link.
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Administration Systems/Citrix, State Email/Outlook and our Virtual Private Network.
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http://wwwsp.dotd.la.gov/

Login using your DOTD supplied user ID and password.

QO! D User ID/Password

Maintenance

(Gt gteatttd 08

Sign in
Update Your Profile Efficiently : User Name: |cU5erDOCI:l == |
Password: ||PE.55WDrd « |

User Registration

Establish your identity via registration *

Self Update
Update your contact information

Change Passward
Change your password using current password

DOTD Login Help Reset Password
Links to create accounts or access to other DOTD systems. Reset your forgotten password

J Unlock Account
Unlock your locked out account
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You will be greeted with welcome screen. Click the link to continue

Welcome! This portal offers you the power of password self-service!

* Paszsword self-service: Resat password yoursalf when you forget it! Don't wait for the helpdask!

#* Self-service Account Unlock: Unlock the computer, when you are locked out of it.

* Self-service Diractory Update: Update tha changes in contact details yourself! And mora..

Enroll now to enjoy these benefits! R

Registration requires the selection of three security questions and the entry of your choice of corresponding answers. You
must select/enter all three question/answers pairs. Once complete, click the Enroll button.

Welcome, cUser0001
D US@I’ID!‘PaSSWOrdg n Out , Personalize
e
Mamtenance

e
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PSS

My Info Change Password “

User Registration

Mobils Ac (?) Hel,
The informaticon you provide here will be used to authenticate you when you attempt to reset your passwerd or unlock your account. E obile Access | | A2 ETP

Security Questions

Length Specification
# The minimum length of the answer{s) should be 3 characters and maximum allowed is 255 characters

Register Your Security Que & Ans

Que: [ Please Select a Question-—--— V] <=

| | <=

Que: | ——————— Please Select a Question------- v | «
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Que: [--=--—-] Please Select a Question------- v <=

| | <=
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You will receive a message if you were successful or if you must revise your question/answer entries. Once successfully
registered you can click on the My Info link to make modifications to your account information.

Welcome, clserd001
! User IDmassmrdSign Qut , Personzlize
——— Maintenance

(Sntaan ;muuunm 10

My Info Change Password

You have successfully enrolled! The information you provided will help
& us verify your identity if you forget your passwords or get lacked out of your

account.

Click on My Info to edit your own details.

If your account does not have an associated e-mail address, you will be required to enter one. All other information is
optional. Click the Update button to save any changes you have made.

Welcome, clseriD0001
! D User IDfPasswordg, n Out , Personalize

it T Maintenance
_“ Change Password Enroliment

Self Update 0 _
Maobile Access 71 Hel

Update your personal information, such as contact details, in this page. eRlle As Rt 4
% Mandatory

General
Display Mame : | |

User Name ¢ |o)jcerino00t |

* E-mail : | |‘

Contact
Offica Phone : | | Fax
Mobile : | |
Address
City | Zip s

Organization

Company : | | Department ¢ | |

Title : | | Office : | |

|




®Password Expiration

DOTD’s current password policy has passwords expire every thirty days. If your password has expired, you can follow
the same login steps as used for the initial registration. Once you click the Login button the Change Password window
will appear. Enter your current (expired) password in the box labeled “Old” and your choice of password in the “New”
and “Confirm” boxes. The password complexity rule required at least one lower case letter, one upper case letter, and
one numeric character. Click the OK button to complete the change.

Change Password

Change your current domain password.

Domain Password Policy Requirements
# The minimum password age is 0

* The maximum password age is 30

* The minimum password length iz 8

# Mo, of Passwords Remembered is 12

# The password complexity property is Enabled

Cld Password | |

MNew Password | |

Confirm MNew Password | |

OK Cancel

If the password policy has been met, you will receive a successful message.

s Change Password

I / Change your current domain password.

(] ACTIVE DIRECTORY-Your password has been changed Click here to continue
successtully.




®Password Reset

The utility provides you a method to regain access your account if you have forgotten your current password. Click the

Reset Password link on the Login page.

User ID/Password

e
1‘;.'.’ i Maintenance

Update Your Profile Efficiently :

Usar Registration
Establish your identity via registration

Self Updats
Update your contact information

Change Password
Change your password using current password

DOTD Login Help
Links to create accounts or access to other DOTD systems.

Sign in

User Name: | |

Password: | |

Reset Password *
Reset your forgotten password

»
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Unlock Account
Unlock your locked out account

| English hd

Enter your user ID and the provided security code. Click the Continue button.

User ID/Password

ST Maintenance
£l

:

E Maobile Access

"% Reset Your Passwo

, “  Please provide your user name and domain name.

Domain User Name ||

<

|{Example : Jsmith)

Type the characters you see in the picture below.

gp Tt() o

o= |2

Letters are not case-sensitive

English LY




You will be prompted with one of your supplied security questions. Enter the answer that was provided during
registration. Enter the provided security code and click the Continue button.

User ID/Password

et ot Maintenance

E Mabile Access

an ]
Time left for this operation : 04:47 a

Security Questions
Please answer the following question(s) as per your enrollment profile to reset

your password

Answer the below question(s)

Que: What is your favourite calour 7

Ans: || |

Type the characters you see in the picture below.

gﬂ 0?66

| | @

Letters are not case-sensitive

o

Enter your new password following the password policy restrictions. Enter the supplied security code and click the Reset
Password button.

User ID/Password

e Maintenance

E Mobile Access

an ]
Time left for this operation : 04:10 e

"% Reset Password
," Please enter a new password in the boxes below:

D i i Policy Req
#* The minimum password age is 0

# The maximum password age is 30

# The minimum password length is 8
* Mo, of Passwords Remembered is 12

* The password complexity property is Enabled

Reset Password

Mew Password : || |

‘Confirm Mew Password ! | |

Type the characters you see in the picture balow.

AR\V

| |2

Letters are not case-sensitive

Reset Password Cancel




You will receive a successful message if the password policy has been met.

QO! D User ID/Password

Maintenance

{garae gEPALELH1 Of

v

The password reset has besn done successfully.

Back to home

u Maobile Access

(2) Help |




eUnlock Account
The utility provides you a method to regain access your account if your account has been locked from access. Click the
Unlock Account link on the Login page.

User ID/Password

e — .
o g o Maintenance

Sign in

Update Your Profile Efficiently :

User Name: | |

Password: | |

User Registration
Establish your identity via registration

Self Updats
Update your contact information

Change Password
Change your password using current password

DOTD Login Help Reset Password
Links to create accounts or access to other DOTD systems. Reset your forgotten password

Unlock Account<{=
Unlock your locked out account

English ~

Enter your user ID and the provided security code. Click the Continue button.

User ID/Password
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"’2,,, ST Maintenance

B Mabile Access l @ Help J

Domain User Name ‘ | (Example : Jsmith)

Type the characters you see in the picture below.

3&%“&\(\

| - |?

Letters are not case-sensitive

e

English v




You will be prompted with one of your supplied security questions. Enter the answer that was provided during
registration. Enter the provided security code and click the Continue button.

User ID/Password

) -
T T Maintenance

E Mobile Access [ ® Help ]

T
Time left for this operation : 04:28 c

_ﬁ Security Questions

| ¥ | Please answer the following question(s) as per your enrollment profile to unlock your account

Answer the below question(s)

Que: What was the name of your elementary / primary school 7

Ans: || |

Type the characters you see in the picturs below.

| | @

Letters are not case-sensitive

Enter the provided security code and click the Unlock Account button. You will receive a successful message if your
account is unlocked.

User ID/Password

- Maintenance
RS IAR

E Mobile Access [ ® Help ]

=
Time left for this operation : 04:52 c

\ ) unlock Account

| ‘; | Unlock your locked out account

Unlock Account

Type the characters you see in the picture below,

STt

[ | @

Letters are not case-sensitive

ok | e




